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Introduction

President — Audit West
IT Audit
Security Assessment
Incident Response & Forensics
Consulting Services
Director of Security Services — GCSIT Solutions
Managed Security Consulting Services
Senior Consultant — Parametrix, Inc.
IT Project Management
InfoSec Management
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Agenda

» Attack Lifecycle

* Types of Attacks

 Traditional AV and Firewalls Don’t Work
* Testing — What is Appropriate

* Security Awareness Training

* Managed Services and Outsourcing

* Incident Response

AuDiT @ WEST
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The Value of Information

CC Information
Banking Information
— ACH Fraud
Personal Information
— Identity Theft
— Account Hijacking
Credentials
Extortion
— Ransomware
Account Hijacking
Industrial Espionage
AuDpIT @ WEST
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Attack Lifecycle
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Attack Lifecycle

Deployment to exfiltration can happen in
minutes

Most businesses never detect attacks
Assume compromise

243 — Median number of days a breach is
active before detection. Some as long as 5
years.
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Threat Actor Tactics

Watering Hole Attacks

Social Engineering / Phishing
31 party vendors (Target)
Zero Day Malware

Exploit Kits

Stolen Equipment

Stolen Credentials

Insider

Ransomware

AuDiT @ WEST
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Threat Actor Tactics

Thilakan P <barbbsupplee@live.com>
PO ATTACHED

@ we removed extra line breaks from this me ssage

Message I, PO.zip {494 KB)

Dear Sir/Ma,
Please confirm me the availability of the attached purchase order also forward me the prices.
Thanks & Regards

Thilakan P

Purchase Manager
Mobile: +97155-9149990
Tel: +8714- 3346228
Fax: +9714- 3341166
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Threat Actor Tactics
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Threat Actor Tactics

T, Anthvirus (Unregistered vorsion)

@ Antivirus

System scan

Security Status 4
Scan fi fix your computer

k attack detected!

By e 0 Network intrusion detected!

TR YO R Your computer ts being attacked from a remote PC.
Artack from 196, 75 2149724004

Process s Tyng 1o stesl your Dasswords bsted below. It

I | Advanced Clean gty TerErnended B Bevk TeL therat mew.
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Vou are g o trisl veron.
1t recommerded o purthase & commencsl version.

5
R=w

1. Danger! x!
Upgrade to f”" Youl 1t is strangly recommended to remove all detected
version now! SR vinuses o protect your sompeter ppminet esing
b dheriiisieal security threats. Click on the message to ensure the
Vour computer i nod probected! Click bere bo aetivate pratect| PrOtection of your computer.
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Threat Actor Tactics

@ C\Users\ [ Desktop HELP_YOUR_FILESHTML fi~ B ~ [ @ v Pagew Safeyv Tooks~ @ 7

Cannot you find the files you need?
Is the content of the files that you have watched not readable?
Itis normal because the files’ names, as well as the data in your files have been encrypted.

Congratulations!!!
You have become a part of large community CryptoWall.

1 you are reading this text that means that the software Cryptoliiall has removed from your computer.

What is encryption?

Encryption is & ravenible ranstormation of informalion in crdet 1o concesl i kom unauthorized pancns but providing Bt the same time scoess to it for suthorized usen. To
beoome an sutharized user and make the process truly revenisle | & 10 be atle 1o deaypt your les you nesd 1o have 8 specisl private key

In 8dditice o tha private tay you need tha Cecryption scftwars with which you can decrypt your files snd returm averything in fs place

I almost undersiood bul what do | have o do?
T first Ening you shoukd do b to read the imsnuctiona to the end

Your files have been encypted with the Cryptciall softwase: the instructions that you find in folders with encrypted files ane not viruses, they ane your helpen

After reading this text 100% of pecple 1 12 & sarch Sngine with the word CryptoWall whars you'l fing 8 ot of thoughts, scvice and insructions.

Think logically - we ase the cnes who dosed the kock on yout files and we are the only ones who hawe this mysierious ey 1o open them

Any of your atiemgts 10 restore your files with the third-party tools can be fatal for encypled files.

Tha fact is that changing data within the encypbed file (3 T00% of soltware 1o rastons files 35 B, axcapt (he 108<ial decyBeion oltwars) you brasi Jamage to the file nd
R will ba impcasible to decrypt the file

This b5 the 1ame 23 to collact & mesaic when some MoRaICs items were fo, broten of not BULin IEs pisce - the picture mil not emenge. the satwars tc restons tha files will not
Se ble 1o lay down the picture, and ruin it complately and inevenisly.

Using iha software to restors files can fsln your Kles formver, only theough your fault
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Light Beam Demo...

AuDIT @ WEST

Data Breach

An incident in which sensitive, protected or
confidential data has potentially been viewed,

stolen or used by an individual unauthorized to
do so.

AuDIT @ WEST
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Security Incident

An event that impacts the Confidentiality,
Integrity, or Availability of an information
resource or asset.

AuDiT @ WEST

Incident Identification

Identified by CC Provider (CPP)
3rd Party Monitoring

NextGen Firewall Appliances
NetFlow Data
* Suspicious Activity

Malware

AuDiT @ WEST
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Why Traditional A/V Doesn’t Work

“Anti-virus is dead.”

-Brian Dye, VP of Information Security, Symantec Corporation in an interview
with the Wall Street Journal, May 4, 2014

AuDiT @ WEST

Why Traditional A/V Doesn’t Work

Signature based (Hashes)

Requires knowledge of malware
Signatures need to be distributed

Over 90,000 new pieces of malware daily
Impossible to keep up

30-40% effective

Still needed

AuDiT @ WEST
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Why Traditional Firewalls Don’t Work

* Traditional filtering technology
* No application awareness / visibility

* Inability to extend architecture to mobile
devices

 Signature based for IDS/AV
* No application level granularity

AuDiT @ WEST

InfoSec for SMBs

e Know your assets

* Bad things happen

* Train your personnel

* Deploy the fundamentals
e Control access

* Trust but Verify

» Strategize on BYOD

* Have and enforce policies

AuDiT @ WEST
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Watch Your Assets!

Know where your critical systems and
information are.

— Workstations?

— Servers?

— Cloud?

— Backups?

— Mobile Devices?

— Storage Arrays?

AuDiT @ WEST

Bad Things Happen

Be prepared
— Have good backups
— Test them regularly
— Have a recovery strategy (i.e. where)
— Maintain offline backups (CryptoWall)
— Document restoration procedures
— Consider leveraging cloud tech

243 — Median number of days attackers on
network before detection.

AuDiT @ WEST
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Train Staff

Security awareness training
Conduct phishing tests regularly
SMBs are a huge target

Cloud based services provide this.

AuDiT @ WEST

Deploy the Basics

NextGen Firewalls (Palo Alto, Cisco, Juniper,
Sonicwall, etc.)

Wireless Security
Anti-Malware on endpoints and servers

Be rigorous about patching
— OS and application (Flash, Java, etc.)
— If short staffed, outsource

Consider compliance requirements (PCl,
HIPAA, FISMA, NIST, GLBA, etc.)

AuDiT @ WEST
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Control Access

Be granular about who has access to what,
and when.

Monitor for violation attempts

Strict control on administrative accounts
Require periodic password changes
Remote users?

Two-factor authentication?

Consider outsourcing

AuDiT @ WEST

Trust but Verify

Conduct background checks
Read vendor contracts

If sharing customer data with another vendor,
perform due diligence on controls

AuDiT @ WEST
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Strategize on BYOD

Policies

Wiping capability
Access requirements
Enforcement

AuDiT @ WEST

Policies

Acceptable Use Policy (AUP)
Data Destruction

Remote Access

3" Party Access

Physical Security

AuDiT @ WEST
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Consider Outsourcing

e Anti-malware

— AV software needs to be monitored
* Backup and recovery

— If you don’t have the internal resources to manage
 Security / firewall monitoring

— 24x7 capability

AuDiT @ WEST

Testing — What is Appropriate?

* Penetration Testing

— Can my network be breached?

— Does not identify all attack vectors

— Can be expensive

— Normally for testing well founded security program
* Vulnerability Assessment

— Involves more scanning

— Less costly / more efficient

— Identifies most / all potential attack vectors

AuDiT @ WEST
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Possible Breach? Now What?

Have a team

Have a plan

Document EVERYTHING!

— Crime scene photos

Secure premises and stop loss

Work with service providers / regulators
Notify affected customers if appropriate
Don’t destroy evidence

AuDiT @ WEST

2015 Breach Statistics

159 Breaches made public
153m records

All types of organizations

All types of tactics

Compared to 297/68m for 2014

AuDiT @ WEST
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“There are two types of companies: those who
have been hacked, and those who don’t yet
know they have been hacked.”

John Chambers
Chief Executive Officer of Cisco

AuDpIT @ WEST
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Q&A

Brian Morkert

360-265-0421 ) __
bmorkert@auditwest.com /
@bmorkert
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